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Thesis Abstract { Marc-Oliver Pahl

Distributed Smart Space Orchestration

Spaces in which humans live are increasingly enriched by sensors and actuators. Ex-
amples are heating, ventilation, air-conditioning, lighting, or access control. Many of
the devices involved are equipped with network interfaces. This ability for remote con-
trol gives the possibility to connect and orchestrate all networked devices in a space.
However, many of the available interfaces form functional, vendor, or spatial silos not
allowing for full interconnectivity, thereby preventing comprehensive orchestration of
smart spaces.

A fundamental open challenge of pervasive computing research is to design a suitable
programming abstraction that structures and facilitates the development of pervasive
computing application at large, and that can be used in the real world. By analyzing
di erent research areas, the thesis identi es requirements that have to be ful lled by
a suitable programming abstraction. A state of the art analysis shows the missing of
a suitable concept.

A novel middleware paradigm, called -middleware is introduced. It provides the
functionality of a context-provisioning middleware, and it enables direct coupling of
so-called smart space services. The resulting abstraction is called Virtual State Layer
(VSL).

The VSL uses context models as abstract interfaces to services. To facilitate the
creation of context models a hybrid meta model is introduced. Context models are
shared over a so-called Context Model Repository (CMR). The VSL and all of its
services use a xed interface of 13 methods. This implements interface compatibility
between all services in a smart space. The ability of inter service communication, the
sharing of abstract service interfaces, and the use of xed methods to access services
implement a service oriented architecture.

A major challenge in the above described scenario is overcoming the silos. So-called
portability is implemented by introducing a crowdsourced, self-managing convergence
mechanism for context models in the CMR. The described design implements a dy-
namically extensible, self-managing collaborative ontology for smart spaces.

To demonstrate the simplicity and the power of the introduced VSL programming
abstraction, a pendant to the App economy for smartphones is introduced. The use
of the VSL as basis for the solution allows the implementation of a security-by-design
concept.

Foundation services to connect devices with the VSL, and to implement diverse perva-
sive computing scenarios are introduced. A quantitative analysis shows the scalability
of the presented solution. A qualitative user study shows the real world usability of
the solution.

The presented concepts complement the hardware maker culture that is emerging

in 2014 with tools that enable the emergence of a software maker culture for smart

spaces. With a real world emergence of such a culture, ubiquitous computing would
nally become reality.
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1. Introduction

Simplicity does not precede complexity, but follows it.

Epigrams on programming [Per82], Alan Perlis, American computer
scientist, (1922 - 1990), 1st Turing award winner 1966.

In 1991, Mark Weiser formulated the vision of \ubiquitous computing” [Wei91]. In
his vision, computing is woven into everyday’s fabric, meaning that computing is
possible nearly everywhere, and part of many aspects of life. Ubiquitous computing
can be divided into the evolutionary steps distributed computing, mobile computing,
and pervasive computing (Ch. 2).

Distributed computing and mobile computing are reality today: cloud computing is
a recent manifestation of the distributed computing paradigm (Sec. 4.3). The use of
smartphones is daily routine for many people in many countries in 2014 (Sec. 2.3).
Smartphones allow mobile computation (Apps, Sec. 3.10), and mobile access to the
Internet (Sec. 2.3.1).

Pervasive computing is only in parts reality in 2014. Smart Devices that allow sensing
and actuating (parts of) the real world remotely via software are available o -the-shelf
(Sec. 3.2). However, the systems are often isolated in silos which prevents using them
for implementing pervasive computing scenarios (Sec. 3.3.1).

A fundamental open research question (Sec. 2.5.1) that has direct impact on the
practical implementation of pervasive computing in the real world is: how should a
{so far missing{ programming abstraction be designed to enable the implementation
of pervasive computing scenarios in the real world.

This thesis proposes an answer to the question, and shows how the proposed pro-
gramming abstraction can be used to implement the technical foundation for an App
economy for Smart Spaces.

A goal of this thesis is enabling the shift from \programming environments to pro-
gramming environments' [Abo12], shifting the complexity from the technical aspects
of implementing pervasive computing scenarios towards the logic behind the scenarios.
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1.1 Objectives of the Thesis

The challenge described before can be reformulated to, providing an abstraction that
is so simple-to-use and at the same time so powerful that it allows developers to focus
on solving their pervasive computing problems instead of having to deal with technical
problems.

To reach this goal, the overall objective of this thesis is to

<0.0> Design a programming abstraction for Smart Spaces that structures and faci-
litates the development of pervasive computing applications at large, and that
can be used in the real world.

Fundamental tasks for implementing pervasive computing scenarios with software are
monitoring sensors, and controlling actuators according to work ows that implement
high-level goals. This allows splitting the overall objective <0.0> into four subsidiary
objectives.

To implement pervasive computing scenarios with software (Sec. 2.4.1), it is necessary

to provide software interfaces to the Smart Devices that can be found in Smart Spaces.

Services that provide such interfaces are called adaptation services in this thesis. The
rst subsidiary goal for the programming abstraction is to

<0.1> Structure and facilitate the development of so-called adaptation services.

The services that implement the logic of pervasive computing scenarios are called
orchestration services in this thesis (Sec. 2.4.1), leading to the second goal for the
programming abstraction, to

<0.2> Structure and facilitate the development of orchestration services.

As Sec. 4.5 shows (Sec. 3.13.2), solutions for the objectives <O.1> and <0O.2> exist in
the research community, and outside research labs in 2014 (e.g. professional Building
Automation Systems (BASs), Sec. 3.2.1). However, they fail (Ch. 4) to solve the
remaining parts of <0.0>.

Pervasive computing aims to pervade many aspects of daily life with computing
(Sec. 2.1). This involves diverse scenarios. The attribute \at large" of <O.0> ex-
presses that the programming abstraction should

<0.3> Support diverse pervasive computing scenarios and not only few use cases.

Finally, pervasive computing needs to be deployed in the real world to become reality
outside research labs and prototypes. The goal, usability in the real world, in the
overall objective <O.0> can be speci ed as aim to

<0.4> Design a programming abstraction that can be used by regular users for imple-
menting pervasive computing in the(ir) real world, and not only by researchers
in laboratories. This includes empowering users to develop their own programs
that implement their desired pervasive computing scenarios (Sec. 2.5.2).
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1.2 Methodology

The thesis starts with an analysis of the implementation of ubiquitous computing in
2014 (Ch. 2). It identi es the missing of a suitable programming abstraction for
pervasive computing (<0.0>).

For specifying the attribute \suitable", requirements are analyzed in Ch. 3. The
result are 50 requirements that have to be solved to reach the objectives of the thesis.

To con rm the relevance of the identi ed requirements, and to ensure that no solution
exists that solves the requirements, relevant state of the art is analyzed in Ch. 4.
The analysis shows that other researchers, and the commercial solutions that are on
the market consider the requirements relevant. The state of the art solves only parts
of the requirements. It typically focuses on aspects that belong to the adaptation
of Smart Devices (<0.1>), and to the implementation of orchestration work ows
(<0.2>).

Then the VSL programming abstraction is designed in Ch. 5. A mapping of re-
quirements and solutions is directly provided via markers in the text, and at the side
of the text. The programming abstraction solves most of the requirements. Some
requirements are implementations speci ¢ and therefore covered in Ch. 6, or do not
have to be solved by the programming abstraction as they can be solved using the
programming abstraction (Ch. 7).

To show the feasibility of the concept, an implementation of the programming
abstraction as autonomous Peer-to-Peer (P2P) system is provided in Ch. 6. With this
chapter all requirements but the provisioning of an App store are ful lled.

The usability of the implementation of the programming abstraction, and the fea-
sibility of pervasive computing in the real world with the provided components are
demonstrated in Ch. 7. With the DS20S, the technically necessary components for
implementing an App economy for Smart Spaces are introduced. The implementa-
tion of DS20S demonstrates how the VSL programming abstraction structures and
facilitates the development of pervasive computing services. In addition, DS20S in-
troduces the technical infrastructure that is needed for a real world deployment of the
solution. All identi ed requirements are ful lled at this point of the thesis. Another
comparison to the state of the art highlights the di erences between the new approach
and the existing work.

To demonstrate the real world usability of the proposed approach, implementations
for services that are fundamental for implementing pervasive computing scenarios are
introduced in Ch. 8. The chapter demonstrates how the VSL programming abstraction
facilitates the implementation of representative software components.

For an independent con rmation of the real world usability, a quantitative, and
a qualitative evaluation of the solution are presented in Ch. 9. The quantitative
measurement in a testbed assesses the suitability of the programming abstraction
for implementing time critical scenarios. This assessment is relevant for the practical
real world usability of the presented solution. The scalability is assessed as it is
relevant for a real world use of the presented solution in large scenarios. A user
study is conducted to con rm the suitability of the VSL programming abstraction
for enabling users to implement their own pervasive computing scenarios in software.

Fig. 1.1 shows the structure of the thesis.
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1.3 Major Contributions

This thesis has several contributions. The most important ones are listed at the
beginning of each chapter where they are introduced.

The major contribution of this thesis is a novel programming abstraction for pervasive
computing. It is called Virtual State Layer (VSL). It comprises several novelties as
described in Ch. 5, and summarized in the abstract at the beginning of that chapter.
The most important concepts of the VSL are

the use of context models as abstract service interfaces (Sec. 5.4.1),
Virtual Context (Sec. 5.4.2),

a dynamically extensible, self-managing collaborative ontology (Sec. 5.2.18) that
is extended to a crowdsourced ontology in Ch. 7 (Sec. 7.4),

the separation of service logic and service state (Sec. 5.6.5), and

a hybrid meta model that is used for context modeling in the VSL (Sec. 5.2).

The use of context models as abstract service interfaces structures and facilitates the
creation and composition of Smart Space services.

Virtual Context enables direct coupling of services over a descriptive (context) inter-
face. The introduction of this novel concept enables the transparent dynamic func-
tional extension of a middleware that implements the VSL programming abstraction.

The collaborative ontology implements a crowdsourced standardization of abstract
service interfaces. Such standardization is required for providing interface portability.
Interface portability enables services to run in di erent Smart Spaces and not only in
the Smart Space, they were designed for as it is typically the case in 2014.

The separation of service logic and service state structures and facilitates services. It
reduces the code size as common functionality can be provided by the VSL and does
not have to be implemented in services. It allows focusing on the service logic instead
of implementation details (Sec. 1).

The hybrid meta model enables user-based collaborative creation of the VVSL ontology.
It combines simplicity, expressiveness, and performant processing.

The major side-contributions of this thesis are listed in the following. They are or-
dered by their relevance for implementing pervasive computing in the real world. All
contributions are novel.

a novel middleware paradigm that is called -middleware and enables dynamic
transparent extension with \core functionality" (Sec. 6.2),

a security concept for software orchestrated Smart Spaces (Sec. 2.4.1) that en-
ables the provisioning of security-by-design (Sec. 5.5, Sec. 6.5, Sec. 7.3),

the design of the technical components that enable the impleentation of an App
economy for Smart Spaces (Ch. 7),

a concept for automated integration of Smart Devices into software orchestrated
Smart Spaces (Sec. 8.3.1),
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a concept for autonomous management of context on di erent levels of abstrac-
tion (Sec. 8.3.2),

a coupling mechanism between distributed VSL operated Smart Spaces that gives
local access control for functionality that is transparently available in a remote
site (Sec. 8.3.4),

a generic user interface that can be used for accessing all functionality of a VSL
Smart Space (Sec. 8.3.5),

a set of building blocks that enable the implementation of complex pervasive
computing scenarios with simple Event-Condition-Action (ECA) rules (Sec. 8.4),
and

teaching material that teaches students about Smart Space Software Orchestra-
tion (Ch. 9).

A requirements analysis for a suitable programming abstraction for future Smart
Spaces (Ch. 3).

A survey of existing state of the art pervasive computing middleware that ex-
ceeds existing surveys (table 4.1).

A combined reference architecture for existing pervasive computing middleware
(Fig. 4.3).



1. Introduction

1.3.1 Chapter Summaries

Fig. 1.1 shows the structure of the thesis that is brie y described in this section.
Di erent to the description of the methodology in Sec. 1.2 this section focuses pri-
marily on the content of the chapters and not their purpose. As described in Sec. 1.4,
each chapter has a short and a longer summary on its rst page. Following the short
summaries are printed.

Chapter 2

Chapter 3

Chapter 4

Chapter 5

(Ubiquitous Computing) puts this work into the context of ubiquitous compu-
ting, and provides a high-level analysis of the implementation of its parts in
2014. It is shown that ubiquitous computing research comprises distributed
computing, mobile computing and pervasive computing. While the distributed
computing and mobile computing parts of the ubiquitous computing vision are
reality in 2014, pervasive computing is only reality in limited domains, or re-
search prototypes.

Heterogeneity of Smart Devices, and the missing of a suitable programming
abstraction are identi ed as inhibitors for a implementation of pervasive com-
puting in the real world.

It is discussed that user-participation is desired for the development of services
that implement pervasive computing scenarios.

The terms Smart Space, Smart Device, Smart Space Orchestration, and context
are de ned. As pervasive computing comprises several sub domains, this work
is put into context to Internet of Things (10T), Cyber-Physical System (CPS),
and Ambient Intelligence (Aml). Context-aware computing is introduced as ba-
sic paradigm behind pervasive computing.

(Analysis) analyzes requirements on implementing Smart Space Orchestration
in the real world. Knowing the requirements is relevant for the design of a suit-
able programming abstraction as most requirements have to be supported by
the abstraction directly (Ch. 5).

In a bottom-up, and a top-down analysis the problem space is structured.
Bottom-up, Smart Devices from di erent domains, solutions for bridging hetero-
geneity, middleware, and -kernel operating system design are analyzed. Top-
down, psychology, Al, autonomic management, Service Oriented Architecture
(SOA), and context modeling are analyzed. The App economy is analyzed as a
successful example of the recent implementation of a subdomain of ubiquitous
computing in the real world.

The analyzed elds give background for the design of the VSL programming
abstraction in Ch. 5 .

The 50 identi ed requirements are summarized and discussed in Sec. 3.11 .

(State of the Art) starts with an analysis of distributed user-based software
development, virtualization as basic paradigm of cloud computing, network ma-
nagement, and building management.

The main part of this chapter analyzes relevant state of the art pervasive com-
puting middleware. The selection is based on di erent surveys. The assessment
criteria are also based on several surveys and extended with the requirements
from Ch. 3.

(The Virtual State Layer Programming Abstraction) introduces the VSL pro-
gramming abstraction. It is based on the context-provisioning middleware con-
cept.
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Chapter 6

Chapter 7

Chapter 8

A hybrid meta model is presented. It is used for creating context models that
are shared over a global Context Model Repository (CMR) that becomes a
self-managed collaborative ontology. A collaborative automated convergence
mechanism for context models is introduced. The context models are used to
0 er context storage for services over a xed Application Programming Interface
(API) with 13 methods.

Via a novel concept, called Virtual Nodes, it becomes possible to use context
models as abstract service interfaces. This enables a SOA of Smart Space ser-
vices.

It is shown how the programming abstraction implements distribution trans-
parency and autonomy, and how it fosters portability of services and security-
by-design.

(The Virtual State Layer -Middleware) introduces the -middleware concept.
An implementation of the VSL programming abstraction as distributed, self-
managing P2P system is presented.

Programming language speci ¢ connectors are introduced as concept for sup-
porting developers.

Implementation details of the basic services that were introduced in Sec. 5.7 are
given for illustrating the advantages of the -middleware design.

(The Distributed Smart Space Orchestration System) introduces the DS20S
framework. DS20S consists of di erent VSL services plus an App store. To-
gether they provide the technical foundation for an App economy for Smart
Spaces (Sec. 3.10).

All components of DS20S besides the Smart Space Store (S2Store), the App
store for Smart Spaces, are implemented as regular VSL services to demonstrate
the advantages of the programming abstraction.

DS20S provides autonomous service management within a site, and service
deployment from the central S2Store.

Di erent mechanisms that support crowdsourced development, and real world
deployment of Smart Space services are introduced. The collaborative conver-
gence mechanism from Ch. 5 is extended to a crowdsourced convergence mecha-
nism.

A fully distributed, simple-to-use security concept for Smart Space services is
introduced.

DS20S is assessed using the criteria from the state of the art analysis (Sec. 4.5).

(Services) demonstrates how the VSL programming abstraction facilitates the
implementation of services. Implementations of six relevant service classes
demonstrate the practical use of the VSL programming abstraction.

As additional structuring element for Java services, a service template is intro-
duced.

It is shown how the VSL abstraction allows automated integration of Smart De-
vices, automated correlation of context on di erent levels of abstraction, remote
access, generic user interfaces, and the implementation of complex scenarios
using simple-to-con gure ECA rules.
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Chapter 9 (Evaluation) evaluates the VSL quantitatively and qualitatively.
The latency of service coupling over the VSL is measured using the two coupling
mechanisms, value change noti cation and Virtual Context.
The scalability of the VSL is evaluated in a large testbed, and a smaller one
that can be expected to be closer to future real-world deployments. The self-
management overhead of the VSL is evaluated.
A user study is presented that shows the real world usability of the VSL.

Chapter 10 (Conclusions & Future Directions) concludes the thesis and provides an outlook
how the future development of the presented solution could be, and how the
research will be continued.

1.4 Document Structure

Fig. 1.1 shows the structure of the thesis.

The objectives of this thesis (Sec. 1.1) are marked with the sign <O0.0>. Ch. 2 and
Ch. 3 identify requirements that are marked with the sign <R.1>. In the chapters
Ch. 5 the ful llment of a requirement is marked in the text and at the margin next
to the text by showing the respective requirement identi er (<R.1>). <R.1>

Each of the following chapters starts with a short summary, key results, key contribu-
tions, a list of the identi ed requirements (<R.1>) that are addressed in the chapter
(where applicable), and a longer summary of the chapter. They are marked as follows:

This is the executive summary of the chapter.

Important terms are introduced in de nitions:

De nition De nition
De nitions are identi ed by the shown special formatting.

The listings in this thesis are only labeled when they are referenced later. This is done
intentionally, not to disturb the reader as the chapters 5 contain several listings on
some pages.

At the end of the document, an index, a glossary, and an acronym list are provided.
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2. Ubiquitous Computing

Bringing computers into the home won’t change either one, but
may revitalize the corner saloon.

Epigrams on programming [Per82], Alan Perlis, American computer
scientist, (1922 - 1990), 1st Turing award winner 1966.

The chapter puts this work into the context of ubiquitous computing,
and provides a high-level analysis of the implementation of its parts in 2014. It is
shown that ubiquitous computing research comprises distributed computing, mobile
computing and pervasive computing. While the distributed computing and mobile
computing parts of the ubiquitous computing vision are reality in 2014, pervasive
computing is only reality in limited domains, or research prototypes.

Heterogeneity of Smart Devices, and the missing of a suitable programming abstrac-
tion are identi ed as inhibitors for a implementation of pervasive computing in the
real world.

It is discussed that user-participation is desired for the development of services that
implement pervasive computing scenarios.

The terms Smart Space, Smart Device, Smart Space Orchestration, and context
are de ned. As pervasive computing comprises several sub domains, this work is put
into context to Internet of Things (IoT), Cyber-Physical System (CPS), and Ambient
Intelligence (Aml). Context-aware computing is introduced as basic paradigm behind
pervasive computing.

Pervasive computing is the missing building block for the implementation
of ubiquitous computing. Devices and networking technology are available. Only the
software is missing.

The missing of a suitable programming abstraction for pervasive computing is iden-
ti ed as key challenge by researchers, and by the market.
User-participation is desirable when creating software for Smart Spaces.
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The missing of a suitable programming abstraction for pervasive
computing is identi ed as major open challenge for pervasive computing to become
the third generation of computing.

The vision of ubiquitous computing is introduced (Sec. 2.1). Ubiquitous
computing can be decomposed into distributed computing, mobile computing, and
pervasive computing (Sec. 2.1.1). The temporal and systematical correlation between
the three computing paradigms is shown.

The implementation of the three paradigms in 2014 is analyzed using the three criteria
(1) devices, (2) software, and (3) network which Weiser introduced as assessment
criteria in his 1991 article.

Distributed computing is brie y introduced as its technology was available already in
1991 and it still is (Sec. 2.2).

Mobile computing is analyzed in detail as its devices and networking technology are
part of the hardware base for pervasive computing and as such relevant for this
work (Sec. 2.3). Mobile computing technology is used to connect pervasive systems.
Mobile devices are suitable user interfaces for pervasive computing, and can be used
as sensors or actuators. Network, devices, and software of mobile computing are
reality for a broad audience in 2014.

For pervasive computing the devices and the networking technology are available
in 2014 (Sec. 2.4). The implementation of Smart Space Orchestration lacks an
abstraction that provides a uni ed system view to the heterogeneous and distributed
hardware of Smart Spaces.

The missing of a suitable programming abstraction for pervasive computing is iden-
ti ed as key challenge by the research community (Sec. 2.5), and by the market
(Sec. 2.4.4). It is the topic of this thesis (<0.0>).

User-participation is desirable when creating software for Smart Spaces (Sec. 2.5.2).
lIoT, CPS, and ambient intelligence are used to describe research that focuses on
di erent aspects of pervasive computing (Sec. 2.6). Context-aware computing is the
software paradigm behind pervasive computing applications (Sec. 2.6.4).
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2.1 The Vision

Mark Weiser coined the term\ubiquitous computing "in 1991 as head of the Computer
science laboratory at the Xerox Palo Alto Research Center (PARC) [Wei91, Wei93].
He describes ubiquitous computing as a paradigm that \takes into account the human
world and allows the computers themselves to vanish into the background™ [Wei91].
See Fig. 2.1.

Figure 2.1: Ubiquitous computing at Xerox PARC in 1991. In the background is a so-called board
that is used with a pen. The men in the foreground on the right use so-called tabs. [Wei91]

Weiser envisions human-centric interaction with computers that happens always and
everywhere in the background. Technologies should \weave themselves into the fabric
of everyday life". This contrasts the machine-centric human-computer interaction
that dominated in 1991 (Sec. 2.5). Weiser uses the term \embodied virtuality" for
describing the interaction of computers with the reality outside their \electronic shells"

[Wei91].

Weiser formulates three technical requirements for the implementation of ubiquitous
computing [Wei91]:

1. \cheap, low-power computers that include equally convenient displays,
2. software for ubiquitous applications, and

3. a network that ties everything together"

The 1991 paper [Wei91] and the 1993 paper [Wei93] introduce prototypical solutions
for all three challenges. The prototypes became reality until 2014.

The man on the bottom and the man on the right of Fig. 2.1 use so-called PARC
tabs. Tabs are reality as tablet computers in 2014, e.g. in form of the Apple iPad?!
that was released in 2010.

Weiser describes two application scenarios, an o ce scenario [Wei93], and a home sce-
nario [Wei91]. The o ce scenario introduces tools for Computer Supported Cooper-
ative Work (CSCW). An example for a commercial CSCW tool is Adobe Connect? in

Ihttp://www.apple.com/ipad/
2http://www.adobe.com/products/adobeconnect.html


http://www.apple.com/ipad/
http://www.adobe.com/products/adobeconnect.html
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2014. The o ce scenario contains so-called active badges for tracking entities. Radio
identi ers are commercially available as Radio Frequency IDenti cation (RFID) tags
and regularly used for tracking goods in 2014 [VD10, 1SO08, YZYNO08] (Sec. 2.6.1).

For the home scenario, Weiser describes the awakening of a character, called Sal, in
an ubiquitous computing world in the future. In this vision, computing interacts with
the physical environment [Wei91]. Sal is informed about events in the environment.
Her alarm clock is coupled with the co ee machine.

The vision of computers that interact with people’s regular environments (\everyday’s
fabric") is not reality in 2014 [BLM™* 11, DMA*10, KFKC12, MH12, ABI12] (Sec. 2.4).
Sec. 3 shows that the software basis for such pervasive computing is still missing.

Concerning the networking technology, the paper presents infrared technology for
wireless networks. Such networks are regularly available in 2014 and in many use
cases replaced by (longer range) radio-based network technology (e.g. WiFi, mobile
phone networks) (Sec. 2.3).

2.1.1 Dividing the Vision

Weiser’s vision can be decomposed into distributed computing, mobile computing,
and pervasive computing [LY02a, SM03, Sat01]:

Distributed computing was already reality when Weiser formulated his vision in
1991. It focuses on di erent aspects of providing services on distributed hosts
(Sec. 2.2).

Mobile computing focuses on providing ubiquitous access to computing resources
(Sec. 2.3).

Pervasive computing focuses on the augmentation of men’s daily life with com-
puters (Sec. 2.4).

Level of Embeddedness

High
A
Pervasive Ubiquitous
Computing Computing
. Level of
Low > ngh Mobility
Distributed Mobile
Computing Computing

Low

Figure 2.2: Dimensions of ubiquitous computing according to [LY02a, SMO03, Sat01].

Fig. 2.2 shows the connection of the three sub elds of ubiquitous computing in terms
of embeddedness and mobility. Distributed computing provides a low level of embed-
dedness and mobility. Mobile computing provides a high level of mobility. Pervasive
computing provides a high level of embeddedness. The implementation of ubiquitous
computing requires all three parts to become reality (Fig. 2.4). Following, the im-
plementation of the three dimensions in 2014 is assessed according to Weiser’s three
requirements on hardware, software, and network.
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2.2 Distributed Computing

\A distributed system is a collection of independent computers that appears to its
users as a single coherent system." [Tan04]. Software that provides a so-called uni ed
system view is called middleware. Middleware is introduced in Sec. 3.4. Networked
computing systems were already reality in 1991, they are ubiquitous in 2014 (Sec. 4.3,
Sec. 3.2).

2.2.1 Devices, Network, and Software

Most computers have a network interface in 2014. Regular computers can be used as
part of a distributed system. Devices for distributed computing are available in 2014.

Ethernet over copper or ber is the predominant networking standard for distributed
computing in 2014 [SRV08]. Networking technology for distributed computing are
available in 2014.

Cloud computing is a recent software paradigm for distributed computing (Sec. 4.3).
It drives many popular web services that are available over the Internet (Sec. 2.3.3).
Various middleware for implementing distributed systems with distributed hardware
is available in 2014 (Ch. 4). Software for distributed computing are available in 2014.

2.2.2 Assessment

Using Weiser’s criteria (1) devices, (2) network, and (3) software, distributed compu-
ting is reality in 2014 as it was in 1991.
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2.3 Mobile Computing

Mobile computing describes the shift from xed workstations with speci ¢ purposes to
the mobile use of computing resources [LY02a]. Heterogeneous ways of data processing
and transmission, a high level of mobility, and large-scale services and infrastructures
are characteristic for mobile computing [LY02b].

Mobile computing technology is available and a part of many people’s daily lives in
2014. The following analysis shows that Weiser’s requirements for (1) devices, (2)
software, and (3) network are ful lled for mobile computing and that the technology
is commonly used in 2014. As the network is fundamental for mobile computing it is
presented before the analysis of devices and software.

2.3.1 Network

Wireless networking technology progressed since Weiser’s paper. The success of the
Internet [VEF12] led to demand-for, and the invention-of various network access tech-
nologies. For Personal Area Networks (PANs) ( 10m) technologies like IEEE 802.15.4
(including ZigBee), or IEEE 802.15.1 (Bluetooth) are speci ed. For Local Area Net-
works (LANSs) ( 150m) wireless Ethernet is speci ed as IEEE 802.11fa,b,g,ng. For
Metropolitan Area Networks (MANSs) (<50km) IEEE 802.16 (including WiMAX) is
speci ed. For Wide Area Networks (WANSs) (<150km) cellular networks provide mo-
bile access. Ubiquitous wireless broadband Internet access is reality in many areas in
2014 (Fig. 2.3).

Especially cellular networks are interesting for (ubiquitous) mobile access to the com-
puting resources of the Internet as they do not require near-by infrastructure. Cel-
lular networks make broadband Internet access at high bandwidth and low latency
[BCL12, ITU11] ubiquitous via technologies such as third generation (3G) Universal
Mobile Telecommunications System (UMTS), or fourth generation (4G) Long-Term
Evolution (LTE) networks [Cis12].

According to [ITU13] there are more mobile phones than the world’s population in
2013. About 75% of the population in the developed world have a subscription to
mobile broadband in 2013 (30% of the world’s overall population) [ITU13]. Internet
access is a major reason for subscribing to mobile broadband [WM10]. About 77% of
the population of the developed world are actively using the Internet in 2013 (39% of
the world population) [ITU13]. Via cellular networks, the Internet is an ubiquitously
accessible resource in areas that are covered with a mobile signal. Since 2007 (release
of the iPhone) the access to the global network via mobile devices has grown contin-
uously. The raise of mobile data tra c is expected to continue growing exponentially
[Cis12, ITU11].

Most parts of Europe and Northern America are covered with mobile signals. Fig. 2.3
shows the mobile signal coverage as it is measured by users. The actual coverage can
be expected to be higher as the samples are sparse in many regions. Combined with
satellite phones the mobile network coverage can be expected to be high in many parts
of the world. Mobile access to the global Internet is available and daily routine for
many people in 2014 [vE13, Cis12, ITU11].
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Figure 2.3: World coverage with cellular signal measured via crowdsourcing (excluding satellite
coverage). The signal strength is indicated by the colors (red=strong { blue=weak). Created on Aug
23, 2013 with data from http://opensignal.com/.

2.3.2 Devices

Di erent device classes for mobile computing exist in 2014, including tablets, smart-
phones, ultrabooks, and laptops. Smartphones and the development of the cellular
broadband networks are important enablers for real world mobile computing [WM10].

The amount of mobile connected devices per user is expected to be two or more for
a quarter of the mobile users until 2016 [Cis12, HLH*11] (Sec. 2.5.1). The sales of
mobile computing devices including smartphones, and tablets are signi cantly higher
than those of xed PCs in 2013 [MTC*13, RvdM13, VSCK11, HLH*11, Wan09].
People are actively using mobile computing and invest in the technology.

The German Online Study [VEF12], a yearly representative survey in Germany, shows
that the access to the Internet via smartphones has grown from 8% in 2010 to 22%
in Germany in 2012 to 41% in 2013 [vE13]. In the second quarter of 2013 more
smartphones than other mobile phones were sold world wide showing that mobile
Internet access is a world wide trend [vdMR13, Cis12, MW12].

Mobile devices are available and their use is daily routine for many people in 2014.

2.3.3 Software

As mobile runtime environment, laptops allow mobile computing since the 1970s
[KGT77]. A big amount of software is available for laptops. They run software from
stationary desktop computers while providing mobility.

\Full" mobile computing in the sense that people have their computing devices at hand
emerged with the development of smartphones and the App economy (Sec. 3.10) since
2008. An important success factor for the rst commercially successful smartphone,
the Apple iPhone, was the access to the regular Internet in 2007. Until 2007, the
smartphone Operating Systems (OSs) of Apple’s competitors typically provided access


http://opensignal.com/
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to adapted World Wide Web (WWW) pages only using the Wireless Application
Protocol (WAP) pro le [WM10].

The resources o ered by mobile devices are constantly growing. Mobile phones are
almost as powerful as desktop PCs some years ago. Cloud computing (Sec. 4.3) and
low-latency high-bandwidth access networks provide mobile devices with access to a
powerful computation back-end [FLR13]. Web sites like Google, Facebook, Youtube,
Yahoo, Baidu, Wikipedia, Twitter, or Amazon are applications that run directly in the
Internet. All named applications are heavily used [Alel13]. In 2012 the Internet was
mostly used to extend the resources of smartphones for videos, music, social media,
web tra ¢, and email [Cis12].

Applications that run directly on a smartphone are called Apps. Apps often do not re-
quire an Internet connection. In combination with mobile devices such as smartphones
Apps enable mobile computing everywhere for regular users (Sec. 3.10).

In 2008, the Apple App store opened for third party developers. This enabled crowd-
sourced software development for smartphones (Sec. 3.10). A whole new economy
for software development emerged with billions of Apps and downloads [PMC™* 12,
VSCK11]. Apps are an important decision criterion for smartphone buyers [Eril2].
This shows the acceptance and broad use of mobile computing software.

Software applications for mobile devices are available and used daily by many people
in 2014,

2.3.4 Assessment

Solutions that address Weiser’s challenges [Wei91] for (1) devices, (2) software, and
(3) network exist and are widely used. Mobile computing is reality in 2014.
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2.4 Pervasive Computing
This thesis is about the implementation of pervasive computing in the real world.

Pervasive computing focuses on the penetration of human environments with compu-
ting technology. Typical tasks are monitoring and controlling environments via Smart
Devices [LY02b, Wo009, SMO03].

Fig. 2.4 shows the inclusion of distributed computing, and mobile computing in per-
vasive computing. The innermost part of the gure is a computer as basic entity for
computing. When a computer is embedded in a device that serves more purposes than
being a computer, it is called embedded system [VD10].

By adding networking support the computer becomes a distributed system. Adding
mobility support (e.g. wireless communication technology and portability), it becomes
a mobile system.

Pervasive Computing/ Smart Space

CHONS

Middleware Support

Pervasive System/ Smart Device

Mobile System

Pervasiveness

Mobili
id Support

Networking
Support

Support

Computer
(Embedded System)

Distributed System

Figure 2.4: Parts of pervasive computing illustrating the relationship between distributed mobile and
pervasive computing. The visualization combines information from [SMO03, Sat01].

Sensors and actuators enable computing devices to interact with their physical envi-
ronment. This is called pervasiveness support. A networked computing device with
pervasiveness support is a pervasive system. It is called Smart Device in this thesis.
Networking support is required for Smart Devices [Tan04, 11198, Sat01].

As discussed in Sec. 3.2, mobility support is not required for Smart Devices. Mobility
support is interesting for accessing pervasive functionality in a space remotely, e.g. for
controlling the heaters of a building remotely. Via the described ubiquitous Internet
connection (Sec. 2.3) this can happen from many places with the solutions presented
in Ch. 8.

For making distributed Smart Devices accessible, middleware is used (Sec. 3.4). Middle-
ware facilitates the access to computing resources of a distributed system as described
in Sec. 2.2. The main contribution of this thesis is a novel class of middleware that is
called -middleware (Sec. 6.2). It facilitates the access to distributed Smart Devices.

Using the middleware as platform, services (Svc) can implement pervasive computing
scenarios for implementing pervasive computing. A physical space that contains the
described functional entities is called Smart Space in this document.

Pervasive computing is the topic of this document. Sec. 2.4.1 de nes several important
terms that are used throughout this document. The terms can also be found in the
glossary at the end of the document. More terms are de ned when needed.
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The implementation of pervasive computing in 2014 is assessed according to Weiser’s
criteria in the order hardware, network, and software. This order is chosen as the
former two are reality in 2014, while the software is not. A more detailed analysis of
the current implementation state of pervasive computing follows in Ch. 3.

2.4.1 De nitions{Smart Space, Smart Device, Smart Space
Orchestration

The terms Smart Space, Smart Device, Smart Space Orchestration, and context are not
clearly de ned in literature. Their intended meaning in the context of this document
is de ned here.

De nition Smart Space

(Real world) spaces that contain Smart Devices and support Smart Space
Software Orchestration are called Smart Spaces.

Another term for Smart Space [CD05, KKR*13, HWN10, BSG12] is intelligent envi-
ronment [Coe98, Kru09].

De nition Smart Device

A Smart Device is an embedded system with pervasiveness support via
sensors or actuators, and networking support that enables remote con-
trol.

An alternative name for a Smart Device is pervasive system [SM03, Kru09].

De nition Smart Space (Software) Orchestration

The novel term Smart Space Software Orchestration describes the ma-
nagement of Smart Devices via software. For better readability the term
Smart Space Orchestration will be used as synonym to Smart Space
Software Orchestration in this document. Smart Space Orchestration
typically has a goal that it reaches by orchestrating multiple Smart De-
vices.

Smart Space Orchestration of Smart Devices allows dynamic composition of existing
hardware to reach a certain goal such as saving energy (Sec. 2.4.4) [Ber96, HIMO5a,
RCKZ12, DMA*12, DHKT*13, SHB10]. The term orchestration is used similar to the
web service context (Sec. 3.8). A conductor performs a compaosition by orchestrating
his orchestra consisting of musicians playing their instrument. Similar, a software
service reaches a Pervasive Computing goal in a Smart Space by orchestrating the
(adaptation) services (Sec . 8.3.1) that manage their Smart Devices.

In Ch. 6 of this thesis, a middleware is presented that enables Smart Space Orchestra-
tion. It enables services to orchestrate distributed Smart Devices via uni ed abstract
interfaces. See Svc in Fig. 2.4.
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De nition Context

Context (from Latin con-texere, to weave together) is information that
is relevant for an entity to reach its goal.

In this document, the term context is used to describe the virtual repre-
sentation of information that is relevant for a service to implement Smart
Space Orchestration (virtual object in Fig. 3.12). Such context represen-
tation is typically structured by so-called context models (Sec. 3.9).

The previous de nition connects the term context with services as services are in the
focus of Smart Space Orchestration. In other literature, context has di erent dimen-
sions including computing context, physical context, time context, or user context
[ST94, YZYNO8, Dey01, HIR02, BCQS07, CK00, BCFF12]

2.4.2 Devices

Smart Devices are the interface between physical environments and software (Sec. 3.2).
They de ne which interaction with the environment can be managed by software.

In professionally used environments (e.g. 0 ce buildings), Smart Devices are available
for application domains such as Heating, Ventilation, Air-Conditioning (HVAC), light-
ing, or security in 2014. Devices in so-called Building Automation Systems (BASS)
typically communicate over standardized protocols such as X10, KNX, LonTalk, or
BACnet [KNSNO5, KFKC12, BLM*11] (Sec. 3.2.1).

Professional BASs are often too expensive and too complex for private households
[KNSNO05, BLM™11]. Smart Devices for sensing and actuating physical environments
are available for consumers as embedded systems o -the-shelf at a ordable prices in
2014 [CD12, DMA™12, BLM™11]. They typically o er remote control functionality for
various purposes including electrical power, heating thermostats, light switches, pre-
sence sensors, or computer equipment. Consumer devices are typically controlled via
vendor proprietary protocols or web interfaces that can both be accessed remotely
using Hyper Text Transfer Protocol (HTTP) over Transmission Control Protocol
(TCP)/ Internet Protocol (IP) over wired or wireless Ethernet for instance (Sec. 3.2.2).

Besides buying o -the-shelf hardware, it is possible to built so-called Do-It-Yourself
(DIY) customized hardware with standard parts in 2014. Platforms such as the Ar-
duino project [Ban08] enable the remote control of various kinds of sensors and actu-
ators over a network (Sec. 3.2.3).

Smart Devices use heterogeneous communication protocols. The resulting hetero-
geneity in the device access is a problem for implementing Smart Space Orchestration
with existing hardware. The heterogeneity makes it di cult to integrate devices in
complex scenarios. For reasons discussed in Sec. 3.3.1, so-called silos of vendors or
functional domains emerged [DHKT*13, DMA*12].

Smart Devices for various purposes in the professional and in the consumer domain
are available in 2014.

2.4.3 Network

Physical network connectivity between Smart Devices and computers that run services
is necessary for Smart Space Orchestration. Smart Devices can be connected over
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wired or wireless connections (see Sec. 2.3.1). Networking technology for connecting
pervasive systems is available in 2014 (Sec. 2.3.1, Sec. 2.2).

The emergence of Smart Spaces is likely to happen by retro tting existing spaces with
new Smart Devices. Networking technology for retro tting spaces into Smart Spaces
is available on the market in 2014 with wireless technology (Sec. 2.3.1) and com-
munication technology that uses existing cables such as Power Line Communication
(PLC).

In Weiser’s article the term \network" probably covers not only physical connectivity
but also syntactic connectivity and semantic connectivity [Wei91]. As mentioned in
Sec. 2.4.2 and analyzed more in depth in Sec. 3.3.1, heterogeneity is an inherent
property of Smart Devices (Sec. 4.4.2).

Technology for connecting Smart Devices is available and used daily by many people
in 2014. However, solutions for bridging heterogeneity on the semantic level is re-
quired for implementing pervasive computing with diverse Smart Devices (Sec. 3.3.5,
Sec. 5.6.3).

Providing interoperability, and portability of services from heterogeneous Smart De-
vices are a key challenge that is addressed in this thesis (Sec. 5.6.3).

2.4.4 Software

Smart Space Orchestration allows dynamic recon guration and exible interaction
with existing hardware [KKR™ 13, Ber96, HIM05a, CD12]. In software orchestrated
Smart Spaces, software implements the pervasive computing scenarios.

In 1991, Mark Weiser described a scenario where a person (Sal) wakes up and di e-
rent systems (e.g. the co ee machine) interact to assist her starting the day [Wei91]
(Sec. 2.1). Implementing the described scenario is possible but challenging in 2014
(Ch. 3).

In research projects many use cases with a complexity similar to or higher than that in

the scenario Weiser describes were implemented in the past [SM03, Har03]. Domains
that were interesting for research projects [KKR* 13, HWN10, Abol2, WLO05] include
health care and well-being [KD07, WLO05], e-Learning and campus life [HKLCO08,
AMOQ], tourism and traveling [CKKCO07], o ce and other business applications [CPC™ 04,
WLO5], security and safety [BCG12, MH12, KKKO06, WLO05], energy saving [Dar10,
WNO7, PNKC13, WLO05], advertising and e-commerce [SM10, WLO05], entertainment
[APV06, DMA™12], user convenience [HMEZ™* 05, CD07, Hel05, WL05], gaming [BHLMO02],
and social community applications [ERS10, GPJBO07].

Typically, the described research projects implement their solutions as specialized
software that works with exactly the hardware used in the project’s laboratory envi-
ronment. The resulting software does often not support the implementation of other
use cases (Sec. 4.5.2). Designing software for project-speci ¢ scenarios is time intense
for each project, and in exible as the resulting diverse middleware systems can often
neither be reused nor transferred into real environments [KSSRO05].

The successful implementation of diverse pervasive computing scenarios in research
projects shows the feasibility and the power of Smart Space Orchestration [Kru09].
For many of the use cases that are presented in the cited research projects, standard
hardware can be used for implementing the scenarios in 2014.
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In real world private households the situation is similar to the one of the research
projects (Sec. 3.2.2). Enthusiastic DIY hackers build customized hardware-/ software-
setups for their speci ¢ hardware and application use cases that run inside their en-
vironments and cannot be transferred to other environments [BLM* 11, MH12].

There are not many automated private households in 2013 [TPR*12, BLM™11] but
analysts see high demand and the need for new solutions as \no company is able to
provide all the parts, so telecom, cable, security, and utility providers are all looking to
smart devices vendors, managed software providers, local installation specialists, and
others to support the broad rollout of home automation services" [ABI12].

Silo solutions for professionally used buildings, research projects, and enthusiastic
home owners show that Smart Space Orchestration can be implemented with standard
components in 2014 [Abol2, BDO07].

2.4.5 Assessment

Solutions that address Weiser’s challenges [Wei91] for (1) devices, (2) software, and
(3) network exist for pervasive computing. Because of the missing software support,
and the high complexity, pervasive computing is only used in limited domains by a
limited amount of people. The situation of pervasive computing in 2014 is analyzed
in detail in Ch. 3.

The key problem for Smart Space Orchestration in 2014 is the missing software de-
velopment support for overcoming the existing diversity of Smart Devices (<0.0>).
Portable services cannot be created as a common layer of abstraction is missing. This
thesis introduces such a layer (Ch. 5, Ch. 6) and shows how it can be used for imple-
menting Smart Space Orchestration in the real world (Ch. 7, Ch. 8, Ch. 9).
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2.5 Revisiting the Vision { A Science Perspective

The conference for ubiquitous computing (UbiComp) and the conference for pervasive
computing (PerCom) are the main conferences in the area of ubiquitous computing
in 2014. At the 2012 UbiComp, two papers about the state of ubiquitous computing
research 20 years after Weiser’s vision were presented [Abol2, DM12]. They show the
relevance of the problems that are addressed in this thesis for the science community.

The rst paper [Abol2] (Sec. 2.5.1) is about the need for a suitable programming
abstraction that pushes the technical challenges of implementing pervasive computing
in the background and the applications in the foreground.

The second paper [DM12] (Sec. 2.5.2) is about pervasive computing strongly lacking
user participation. The authors criticize that pervasive computing technology and its
applications are created by few people and imposed on the rest of the world.

2.5.1 Celebrating an intellectual disappearing act

Gregory Abowd is a computer scientist and ubiquitous computing pioneer at Georgia
Institute of Technology, Atlanta. He revisited Weiser’s vision from a historic perspec-
tive on the evolution of computing in his article \What next, Ubicomp? Celebrating
an intellectual disappearing act" [Abo12].

Abowd states that ubiquitous computing is about to become the third computing gen-
eration after mainframe computing, and personal computing [Abol2, KruQ9]. Similar
to the short analysis from Sec. 2.4, his conclusion is that {though ubiquitous com-
puting has matured over the years{ a powerful simple-to-use interface is \un nished
business' [Abo12].

Abowd characterizes the advent of a computing generation with a focus shift in peo-
ple’s attention. A computing generation is considered as implemented when its tech-
nology shifts into the background and is taken for granted. For that to happen, a
powerful simple-to-use abstraction is essential.

Picking Apple’s HyperCard as an important enabler for personal computing, Abowd
puts a Wikipedia quote into his article that could also be used to express the goal of
this thesis by replacing Hypercard with the Virtual State Layer (VSL) programming
abstraction: \Many people who thought they would never be able to program a computer
started using HyperCard for all sorts of automation and prototyping tasks" [Abol2].

This leads to the rst requirement on a programming abstraction for pervasive com-

puting:

<R.1> Simplicity-to-use is required for a programming abstraction for pervasive com-
putings.

A Little History of Computing

Abowd’s article contains a summary of past computing generations and their charac-
teristic properties. Such a review can help identifying trends. Following, the review
from the paper is extended with additional material from other reviews [Abo12, Kru09,
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Figure 2.5: Ubiquitous computing as third generation of computing. The middle shows representative
technology of each generation. The bottom shows the cardinality of the relation human:device, and
the location where computing happens.

CDO07]. The analysis focuses on the devices that are the user interfaces of each gen-
eration, the typical usage pattern of the technology in the cardinality of the relation
human:device, and the location where the computing happens.

Fig. 2.5 shows the evolution of computing from the 1960s to 2014 and beyond. The top
part of the gure shows the timeline. The circles mark the advent of a technology. The

rst generation of computing are mainframes. The second generation of computing
are personal computers. The third generation is ubiquitous computing according to
Abowd [Abo12].

Sec. 2.4 and Sec. 2.3 show the divisibility of ubiquitous computing into mobile com-
puting and pervasive computing. The sub areas are shown at the top. As discussed
in Sec. 2.3, mobile computing is reality in 2014. The implementation of pervasive
computing is still an open challenge (Sec. 2.4).

The beginning of computing is in the 1960s. The rst computing generation is charac-
terized by mainframe computers that are located in computing centers and operated
by many people that do time sharing (*:1).

The second generation is personal computing. It starts in the 1980s and is character-
ized by personal computers that are operated in 0 ces or homes. Operators typically
have a dedicated computer or share it with few others (e.g. family, 1:1). Personal
computers are taken for granted by a broad audience and used regularly for creating
diverse applications.

The rst part of the third generation of computing starts around 2000 with di erent
mobile communication technologies being deployed [ITU11]. An important techno-
logical advance towards mobile computing is the introduction of the iPhone and the
App economy in 2008 (Sec. 3.10). It brings diverse applications for mobile computing
to a broad audience.

Characteristic for mobile computing are portable computing devices with ubiquitous
connection to the Internet. The relation between human operators and devices is
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